& WE!NTEK

How to use security function

How to use security function

The following is an example to illustrate the steps of security feature:
Step 1

First of all, create a new project. Go to System parameter settings / Security,
add three users and set different passwords and classes.

System Parameter Sethngs E|
Fot | Extended Memory | FrinterBackup Server
Dervice l Madel [ (reneral [ Swstern Setting | Security
Select operatable clases for each vser
Mamr 1
[+] Enable Pazewond : | 111 Ma [JB OJc [Oo [JE [OIF
Tar 2
[] Enable Pazewond : | 222 & B OJCc [Op [CJE OIF
Tar 3 e —
[+] Enable Pazsward @ | 333 IEL B [#]Cc [JD [JE [JF
Step 2

Set objects in Window_10 as below:

—
Username : | HeHyg | Lwe2rs

Password : TE_#### Lwsz20

bit 15 bt
Currentstatus = | 1111111111111111 | cwezzz

5B_3

SB O
Class A Button

58 1
Class B Button

Sﬁ"éfass C Button
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[NE_O] and [NE_1] are Numeric input objects where address are [LW9219]
and [LW9220] for inputting user ID and password. [LW9219] is for inputting
user ID (1~12), with the length of 1 word, in the form of 16-bit Unsigned as
below.

Nuomeric Display Object’s Froperties

| Generol | Numeric Format | Shape | Font | Profile | _
Display- |
Diata format : | 16-bit Unsigned v | [JMask
Mumber of digits
Leftof decimalPt.: [4 %]  RightofdecimalPt: [0 % ‘

[LW9220] is for inputting user password with the length of 2 words, in the form
of 32-bit Unsigned as below.

Nuomeric Input Object’s Properties

| General | Numeris Format | Secusity | Shape | Font |Profile |

Display |
Diata format : | 33-bitUnsigned | []Mask

Mumber of digits ‘

Left of decimal Ft. ; |4 e ] Eight of decimal Pt. ; |0 g

[ND_0] is Numeric display object with address [LW9222] to indicate user’s
state. The data is in the form of 16-bit Binary.

Display
Dots format | 16-bitBinary v [JMask

[SB_0] ~ [SB_2] are Set Bit objects which are set with different classes but
selected “Make invisible while protected”. i.e. [SB_0] is class A, [SB_1] is class
B, [SB_2] is class C. The setting of [SB_0] object:

zer restriction
_____ T

Object class iCla;ss A w |

[ ] Dizable protection permanently after initial activation
[ ] Display warning message if access dendsd
Make tnvizible while protected

[SB_3] is Set Bit object with address [LB9050] for user logout:




& WE!NTEK How to use security function

Set Bit Object’s Properties

General | Security | Shape | Label | Profile |

Deescription Il

PLC name : iLn:u:al HRI

Write address

Dievice type IHI;EI-QEIEEI s uzer logout

[ ] Index register

Step 3

After completing the settings of the objects, execute off-line simulation for the

project.

The illustration as below is initial screen of off-line simulation. At this time, no

user is entered.

[LW9222] shown “0000000000000000” means current user only can use
object with “None” class. Moreover, [SB_0] ~ [SB_2] are the objects with the
security levels of class A ~ class C and at the same time “Make invisible while
protected” is selected, therefore, [SB_0] ~ [SB_2] objects are hidden by the

system.

e ! LE2050 | Svrtem tag [ User-defined tag

[ ] Write after button iz relessed

Username: | 1 LWS213 (T6-bit Uinsigned)
Password: | 0 I*"'“*""-"f’I’37'“"*'f“5’-“‘*‘'!?D’*"’f-I
bt 15 bt &

Current status - | 0000000000000000 | ¢s222

Logout LSS0 Fagow
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Step 4
When the user inputs the password “111”, the screen will become:

Username : | 1 IEPPE?IFF.’E—&.TIMM

LW F2 bk Unsigne))

b

Password: | 111 |

bR ils
Current status - | 0000000000000001 | crszz2

ngM LESOS0 flogout)
Class A Bution |

The user 1 is permitted to use object with class A. Consequently, [SB_0]
appears and allows user to operate. Now, bit 0 in [LW9222] becomes 1.

Step 5
Next, when the user inputs the user 3’s password (333), the screen will

become:

L WS218 {TE-bit Lingigned)

Username: | 3

Password - | 333 I L WRE0 (32hit Lingignad)
b @

bit 1%
Current status - | 0000000000000111 | cnszzz
LBSS0 fogout!

Logout
Class A Button

Class B Button

Class C Button
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The user 3 is permitted to use object with class A, B, C. Now, bit 0 ~ bit 3 in
[LW9222] become 1 to confirm the current user is allowed to use objects with
class A, B, C.

Step 6

At this time, if [LB9050] is pressed and force current user to logout, the system
will return to initial state. In other words, current user only can use object with
“None” class.

Lisar nama - |3 LIWSZIS {168 Linsignad)

Password - | 333 L WSE20 530bi Linsigmad)

bR 15 b @

Current status | 0000000000000000 | cwezzz

Logout LBS0S0 Tagoul)
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